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Figure 1: 3DUI authentication virtual environment with HOG interaction technique used in this paper: (A) Selectable authentication
token highlighted. (B) Authentication token highlight on selection. (C) Updated virtual environment on successful authentication with
verified token highlights.
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ABSTRACT methods, although resilient to observation attacks, are more cogni-
tively taxing and less time efficient than their alternatives [1].

In this paper, we introduce a token-based authentication method us-
ing a combination of Hook and Go-Go interaction techniques [3, 5].
The combination of these two techniques allows users a means of
comfortably interacting with targets at various distances. Further-
more, this combination provides our method with increased obfusca-
tion of selected objects and efficient object selection, overall making
our method more resistant to over-the-shoulder attacks. To showcase
our authentication method, we have designed a competitive immer-
sive experience in which users are tasked with collecting evidence
in order to solve a crime. They are required to use an authentication
method to secure their discoveries from competitors.

This paper presents our solution to the 2023 3DUI Contest challenge.
Our goal was to provide an immersive VR experience to engage users
in privately securing and accessing information in the Metaverse
while improving authentication-related interactions inside our virtual
environment. To achieve this goal, we developed an authentication
method that uses a virtual environment’s individual assets as security
tokens. To improve the token selection process, we introduce the
HOG interaction technique. HOG combines two classic interaction
techniques, Hook and Go-Go, and improves approximate object
targeting and further obfuscation of user password token selections.
We created an engaging mystery-solving mini-game to demonstrate
our authentication method and interaction technique.

Index Terms: Human-centered computing—Human com- 2 DESIGN PROCESS
puter interaction (HCI)—Interaction paradigms—Virtual reality;
Human-centered computing—Human computer interaction (HCI)—
Interaction techniques

Our design process started with weekly group meetings dedicated to
the design of our authentication method. We explored the criteria
for the design of authentication methods and the capabilities that
VR can offer over traditional 2D authentication methods. We also
1 INTRODUCTION investigated the previous research on this topic and its advantages
and disadvantages. During this process, we designed and prototyped
multiple authentication techniques, and chose one as our authentica-
tion method for the contest. In order to enhance our authentication
method and provide a memorable experience for users, we then
divided into groups to focus on the story and interaction technique
for authentication. The final program we created in Unity with the
OpenXR framework, which supports flexibility in the user’s choice
of HWD for our experience.

As virtual reality (VR) head-worn displays (HWDs) become more
commercially applicable for businesses, including healthcare and
manufacturing, as well as everyday consumers for entertainment
and social applications, a critical task is to secure user-sensitive
information available on the device. This motivates exploiting the
capabilities that VR provides to design efficient authentication meth-
ods resistant to privacy attacks.

Current authentication methods have explored the use of knowledge-
based, biometric-based, and gaze-based methods for authentica-

tion [6]. Knowledge-based methods such as 3D patterns and PINs 3 AUTHENTICATION METHOD

have high usability but have been shown to be highly susceptible to To provide efficient authentication, the ideal authentication processes
observation and brute-force attacks [7]. Biometric-based methods should be fast to enter, easy to memorize, secure to password at-
can be difficult to implement on a large scale due to sensor availabil- tacks and external observation, and not limited to specific hardware.
ity and decreased accuracy given many individuals [4].Gaze-based VR has reduced the efficiency of many traditional authentication
methods due to challenges such as keyboard-based text entry lim-

*e-mail: agiovannelli@vt.edu itations, obfuscation of password entry, and biometric safety with

personal data privacy concerns [6]. Researchers have leveraged new
peripherals and capabilities of VR HWDs, such as using input map-
ping reconfigurations for controllers and rotational manipulation of
objects, as well as swipe patterns in 3D space as an alternative to
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text-entry-based passwords [6]. These methods, however, are slower,
difficult to remember, or limited to specific hardware.

As virtual environments (VEs) present unique opportunities to
re-imagine authentication processes, we brainstormed multiple au-
thentication methods and identified which of our criteria each design
covers. For example, one of our proposed authentication methods
was Paintbrush, in which the user performs a brush gesture on a can-
vas to select a sequence of paint colors on a palette, which acts as the
password for the system. The randomization of color position on the
palette would be used to prevent external observation attempts. We
did not implement this design due to accessibility concerns related
to color vision deficiencies.

VR provides additional opportunities to use 6DoF and the 3D
environment interactions for authentication. For this reason, we
decided to develop an authentication method that would leverage
interacting with the unique objects comprising a given VE as tokens
to create a unique, personal identification token sequence (PITS)
lock. This authentication method is comprised of three compo-
nents: (1) lock environment, (2) locomotion, and (3) token selection.
Users are able to create or specify their own lock environment in
the first component. This environment would be populated with
user-selected objects positioned by the user, which act as potential
tokens. Similar to traditional keyboard-based passwords, where the
number of unique combinations of characters determines strength
against brute-force attacks, the number of available tokens, as well
as token selection combinations, can be tailored to the security needs
of each system. For the second component, users are able to move
freely within their lock VE via raycast teleport or physical move-
ment within their established VR boundary. In the third component,
users are capable of selecting any sequence of objects in their lock
environment to act as their authentication PITS. The number of to-
kens comprising the user’s PITS is user-specified and can include
duplicate selections of tokens.

Combining all three components of our authentication method,
each user creates a unique and memorable authentication experience.
External observers are faced with the new complexities introduced
by our method: the unique composition of a user’s lock environment,
position and movement within the environment, and the user PITS
value. To further enhance the efficiency and privacy of the PITS
setup process, we developed a novel selection technique described
in the following section.

4

Initially, we considered using the RoH WiM interaction technique [2]
to provide users with a means to perform their PITS authentication
selection. However, as part of the emphasis on locomotion to ob-
fuscate token selection in our method, we opted to develop our own
technique. The major objectives of our interaction technique are 1)
efficient object selection and 2) obfuscation of selected objects. Our
approach, HOG, combines two traditional interaction techniques:
Go-Go and Hook.

The Go-Go technique works to facilitate precise object selection
by providing a mapping function to extend a virtual hand. Through a
“growing-arm” metaphor, Go-Go provides the ability to select both
near and far objects without the need to navigate the environment [5].
In the Hook method, the best-scored object will “hook™ to the virtual
hand, where an object’s score is calculated based on its distance to
the virtual hand [3].

By combining Go-Go’s growing arm and Hook’s item selection
technique, HOG enables quick object selection within the environ-
ment. In addition to efficient selection, HOG provides obfuscation
through the hook method. In our implementation of hook selec-
tion, the user can select an object without the item attaching to the
virtual hand. This helps obfuscate the authentication process by
allowing the user to move their virtual hand around the selectable
items quickly and select an object in secret.

INTERACTION TECHNIQUE
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5 STORY AND GAMEPLAY

Our story takes place in the year 2040 when a detective agency uses
digital twins of crime scenes for inspection and investigation. A new
case has been issued for the agency regarding an isolated arson attack
against an influential businessman’s private mountainside estate. It
is urgent to solve this case since there are suspicions that the culprit
has planned similar attacks on other influential people in the town.
The user, acting as the lead detective on the case, is tasked by the
agency to solve the mystery of the arson case. Due to the urgency of
the case, the case is assigned to multiple teams and agencies and a
handsome reward is offered to the winning team.

The user is first required to secure their discoveries from the com-
peting teams, using our authentication method. Prior to investigating
the crime scene, they must set their authentication tokens by select-
ing their token objects using the HOG interaction technique. The
user then navigates the various rooms and uses HOG to select poten-
tial evidence they find at the crime scene. After selecting evidence
for lab review, the user is able to receive feedback on whether the
evidence reported was incriminating or not after authenticating it
into their remote Metaverse information facility. Once the user finds
the incriminating evidence successfully, the game ends and gives
them a score for their investigation according to time spent at the
crime scene.

6 CONCLUSION

We implemented a novel authentication method in VR using VE
assets as tokens, as part of our PITS locking mechanism. To enhance
our authentication method, we developed an interaction technique,
HOG, to improve the user experience during the token selection
process and further mask token selections from external observers.
To demonstrate the capabilities and encourage the adoption of these
novel contributions to security, we created an immersive VR expe-
rience where users use our authentication method and interaction
technique to solve a mystery.
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